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© Closed Breaking change»ln 2.1.0 #286
yvsppt opened this issue on 18 Feb - 10 comments

V O (72 % jayai mentioned this issue on 20 Feb = V

[Failed build] Resolve markupsafe and jinja2 incompatibility drivendataorg/deon#136

[ ajitsejan mentioned this issue on 20 Feb

Failed to deploy jitsejan/jitsejan.com#25

G2 X smithara mentioned this issue on 22 Feb
Viresclient requires markupsafe==2.0.1 ESA-VirES/VirES-Python-Client#75

2 e davidism mentioned this issue on 22 Feb
Pinning Flask<2 requires pinning ItsDangerous<2.1 and MarkupSafe<2.1 pallets/flask#4455

2 chejennifer mentioned this issue on 23 Feb

Pin markupsafe version datacommonsorg/website#1456 Y N .
— W T Al
X 5 A =

2 3 ElDuderinos mentioned this issue on 23 Feb
RK-11635 - limit markupsafe due to breaking change Rookout/microservices-demo#39

2 U drnextgis mentioned this issue on 25 Feb

Pin markupsafe version developmentseed/eoAPI#33

(] §% ebeahan mentioned this issue on 2 Mar

Pin markupsafe for Jinja2 workaround elastic/ecs#1804 1+ Merged

Breaking change in 2.1.0 - Issue #286 - pallets/markupsafe (github.com)
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Breaking change in 0.5.5 #7/6
Vl O lkollar opened this issue on 9 Mar 2021 - 2 comments Vl 1

’i lkollar commented on 9 Mar 2021 ® -

We have a tool using resolvelib which implements the AbstractProvider interface. 0.5.5 broke the APl with 915383 changing
the signature of identify .

Following semver, technically such changes are to be expected, but | also saw #74 warning about upcoming API breakage in 0.6.0,
so I'm wondering what the policy around APl changes is in resolvelib .

aq uranusjr commented on 9 Mar 2021 Member = (2) «--

| accidentally released the wrong branch (master) with the kwargs change I realised it just now as well (I'm pulling in changes
in pypa/pip#9699).

My rule around versioning for now is to do breaking changes in the second digit (minor version), at least until 1.0 is reached. |
Ithink I'll just yank 0.5.5.[Thanks for the report!

© s: HMOE X BRI EEARRERA
Breaking change in 0.5.5 - Issue #76 - sarugaku/resolvelib (github.com)
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2022 TEEE 33rd International Symposium on Software Reliability Engineering (ISSRE)

AexPy: Detecting API Breaking Changes
in Python Packages

Xingliang Du
State Key Laboratory for Novel Software Technolagy
Nanjing Universiry
Nanjing, China
xingliangdu@smail.nju.cdu.cn

Abstract—With the popularity of the Python language, com-
munity developers ¢ ty
packages. APIS change frequently during the package evolving.
Package = Leeplng hackward of APIs
um.. dient cod ceting breaking changes i
Python packages s challenging because of Python's dynami
features and fiexible designs, such as dynamic typing, API aliases,
confusing public boundary and flexible argument passing, Despi
the language’s popularity, there have been few tools aiming to
g changes, and existing approaches mk suffici
eration of the mentioned challenges, resulting in impreci
and incomplete detection. Briely, we pi an APLamoddl
based systematic approach (0 address this problem. m dwu a
Pyth API model and classify API changes
breaking levels. Based on the model, we obtain APIs i e
types by a robust hybrid analysis and detect graded changes by
checking constraints on APT pairs. We implement a prototy
Thanks to the more comprehensive model and hyl
analysis adopted, AexPy outperforms the state-of-the-art tech-
Rlueefor Pycin whts i S65% reeall oa 8 dbset of € o

E

ificall
.-m deteets 114 nnﬂmummlul
aking changes (0 active
packige developers, und 31 have been conlimcd,
Index Terms—Python, application programming interface,
backward compat breaking change

L. INTRODUCTION

The convenient standard library and the large active third-
panty package" ecology of Python provide tools suited to many
tasks (e.g.. deep leaning, automatic seripts. data processing)
and help developers o achieve their ideas efficiently. However,
during the evolution of a package, the package’s developer
may redesign data structures, change operations, or adjust
specification due to fixing bugs or providing new features.
Some of these changes may break client code, so called
breaking changes” [2]. One common change case is appli-
cation programming interface (API) changes. APls describe
the public interfaces of a package, which are contracts that

This work was supportzd by Natwral Science Foundation of China (Grant
2025202}, The pehons wo Sk te S o s Comc-
and Industrializaticn,

the word “package’ o keep cansisten
it Python's g Wbt .. he Fyihon Packege Tndes (1]

2332-6549022/531.00 £2022 [EEE
DO 10.1109/1SSRESS969.2022 00052

470

Jun Ma
State Key Laboratary for Novel Software Technology
Nanjing University
Nanjing, China
majun@nju.edu.cn

clients rely on [3], so an API change could affect clients. In
the evolving of commonly used Python framework packages,
more than 40% API changes are breaking [4], which is larger
than static languages (5], [6]. These breaking changes break
backward compatibility, decrease the evolving stability, and
might cause potential bugs in clients

Detecting breaking changes in Python packages is chal
lenging because of Python's dynamic features and flexible
designs, such as dynamic module importing, dynamic typing
(7). multiple API references, and flexible argument passing
(8], which altogether increase API complexity and introduce
a variety of API changes. Existing approaches, such as pidiff
[9] and PyCompat [4], lack sufficient consideration of these
challenges, which leads to imprecise and incomplete results

In this paper, we propose an aulomatic and sysiematic
approach 1o detect API breaking changes in Python packages,
which helps Python developers to evolve packages reliably.
Our approach works in three major steps. 1) extracting APIs
from different versions of Python packages. 2) comparing
APIS to detect changes in different patterns, and 3) evaluating
backward compatibility of changes to grade breaking levels.

To do so, we propose a model of Python package APIs,
taking into consideration of primary features of Python (e.g.
inheritance, argument passing. aliases, types). Specially, we
model the signature types of functions to address the chal
lenge of dynamic typing. Based on the model, we combine
dynamic reflection with static analysis for API discovery and
information enrichment to obiain a detailed API description
including types, parameters, aliases, and inheritance. Then
we systematically classify APl changes into 42 patern
We design an enry pairing algorithm 10 adapt to Python's
name resolution and a constraint-based checking algorithm
to detect changes automatically. Finally, for practicality, we
grade changes info four breaking levels according to the API
scope, change patier, and change content, indicating different
severities of the changes. Specially, we use subset relationship
between types to model compatibility of type changes.

We implement the proposed approach in a prototype named
AexPy. We evaluate the effectiveness and efficiency of the tool
by applying it to detect known/unknown breaking changes of
different packages. Specifically, we compare AexPy with two
existing Python AP1 breaking change detectors, pidiff [9] and

PyCompat [4]. AexPy benefits from the detailed madel and
hybrid analysis, and achieves almost 50% improvement on
recall with comparable time performance. Meanwhile, in latest
versions of 45 packages, AexPy detects high/medium breaking
changes in 43 packages with a manually verified precision of
93.5%. So far, we have received 50 responses of 63 reported
undocumented breaking changes. 31 of which are confirmed,
indicating our approach is practically useful in real world.
To summarize, this work makes three major contributions:
+ We systematically design a Python package API model
and an API change chassification. We grade changes into
four breaking levels to adapt to the lexibility of Python
APIs, and improve practicality of the model. (Scction [11)
We propose an automatic and systematic approach for
API breaking change detection in Python packages. To
address challenges from Python’s dynamic features and
flexible designs. our approach extracts APIs through d
namic reflection and statie analysis. and detects breaking
changes by a constraint-based checking algorithm. To
our best knowledge, we propose the first approach to
detect type breaking changes in Python packages, where
we check change compatibility by subset relationship
between statically constructed types. (Section IV)
We implement a prototype AexPy, to detect breaking
changes in real-world packages. We evaluate AexPy on
collected 61 known breaking changes and latest ver-
sions of 45 packages. Our approach achieves 86.9%
recall. outperforming existing teols. and detects high and
medium breaking changes in the latest versions with
93.5% precision. Of the 63 reported changes, 31 have
been confirmed by package developers. (Section V)
‘The rest of this paper is organized as follows. Section II
introduces the background and challenges on breaking change
detection in Python packages. Section III depicts the design of
our APl model and the classification of breaking changes. Sec-
tion IV details our detection method as well as our prototype
AexPy for detecting breaking changes. Seetion V describes our
evaluations, compared with cxisting approaches. Section VI
discusses strengths, limitations, and validity. After giving an
overview on related works in Section VIL, we conclude this
paper and discuss future works in Section VIIL

11. BACKGROUND
A. API Backward Compatibiliry

For a software package, its APIs describe and prescribe the
“expected behaviors™, which contain about data

semantic [2]. API breaking changes would cause compilation
or runiime problems in client code. For example, signature
changes in Java APIs would cause compilation errors, and
function removals in shared objects {dynamic link libraries)
for C/C++ could cause runtime linking errors

B. Breaking Changes in Python Packages

Python is an interpreted, dynamically-typed, general-
purpose programming language, which consistently ranks as
one of the most popular programming languages [10]-{13].
Python supports multiple programming paradigms, includ-
ing procedural, object-oriented and functional programming
Python Package Index (PyPI) [1]. the official repository for
third-party Python packages, contains over 329,000 packages
by April 2022. These third-party packages cover a wide
range of functionality, such as automation, machine learning,
networking, scientific computing, web frameworks, and s on.
ing changes in Python packages happen frequently
and have extensive and expensive impacts. Zhang er al. [4]
investigated six Python frameworks and their clients, finding
that breaking changes occurred more frequently than Java, and
the changes affected more than half of the clients. They also
investigated 409 compatibility issues on GitHub, and showed
that 405 of them caused crashes at runtime, which showed the
extensive and expensive effects on breaking chang

Detecting breaking changes in Python packages is different
and challenging compared to traditional programming lan-
guages. For example, Python developers often define instance
atributes by assignment statements in constructors instead of
the class body in C++flava. Zhang et al. [4] found that the
Python APIs have different evolution patterns on parameters.
Peng et al. [14] studied language feature usage in 35 pop-
ular Python projects and found that inheritance, decorators,
positional-or-keyword parameters are frequently used.

CPython [15] is the standard Python implementation. We
learn about the Python \.m"uuﬂe with CPython's runtime
features and summarize following four challenges on APl
breaking change detection in Python packages.

1) Dynamic Language Features: It is difficult to collect
API metadata statically because of Python’s dynamic language
features. Dynamic programming languages are a class of high-
level programming languages, which at runtime execute many
common programming behaviors that static programming lan-
guages perform during compilation (e.g., extending objects
and definitions). Python provides language-level mechanisms
such as decorators, metaclasses [8], class hooks to modify

structures, and operations on such data [3]. Backward com-
patibility is a property that the system allows interoperating
with an older legacy system, e.g., dealing with inputs from the
old system. Modifying a system in a way that does not follow
this property is called “breaking” backward compat e
breaking change [2]. Backward compatibility of a package
means that clients can use the new version of the package
in the same ways and get the same behaviors as the old
version. i.c., the package have compatible APIs on syntax and

classes dy y. These dynamic features provide flexibility
to programmers while increasing difficulty of static analysis.

Besides, the dynamic type system in Python brings chal-
lenges 1o type compaibility checking. Firstly, CPython only
checks type compatibility at runtime, so type-related errors
occur during executing but cannot be easily detected during
programming, especially between two versions. Secondly,
Python has a complex type system and no enforcing type
declarations. introducing complex and various fype changes.
Python allows duck-typing, i.e.. an object is of a given type
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from typing import Optional as opt

def func(a, b, /, c = []): pass
def _share(self): print(type(self))

class A:
typeme

_share

class B:
typeme

_share

def g(self, c: "opt[B]" = None) ->|"B | None"}

return c

@property
def x(self): return self. x
@x.setter

def x(self, val: "int"): self. x = val

@staticmethod
def h(*ar, **kw) -> str: return strikw["v"])

class c[list, B):
pass
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functions:
M. func:
parameters:
- name: a
kind: Positional
- name: b
kind: Positional

from typing import Dptic}nac }“Eﬁtf‘ﬁﬁ%%’f
mj
\N— =~ N \E\\ -
def func(a, b, /, ¢ = [D{]° WEZTTRNRIER o & IR IB AR
def _share(self): print(ty . }%Mypyt']ﬁ%ﬂl;‘}éﬂ{%‘,%
class A:
typeme = share - e /
C: M.C
class B: classes:
typeme = _share ‘ Mﬁ;mb £.
def g(self, c:| "opt[B]" = None) -> "B | I‘-Jr:me"i tyg,emé: M. share
return c M.B:
members:
@pr‘operty t%fpl"eﬂmz: M. share
def x(self): return self. x i M:B:E
@x.setter h: M.B.h
def x(self, val: "int"): self. x = val M.C:
bases: [list, M.B]
@statjxnnethod abcs: [Sequence, Iterable]
attributes:
def h(*ar, **kw) -> str: return str(kw["v"]) M.B.X:
scope: instance
class d(list, B)f: M-8
paSS sSCope: instance

- name: c
kind: PositionalOrKeyword
optional: true
default: <object>

M. share:

aliases: [M.A.typeme, M.B.Ttypeme]
parameters:
- name: self
kind: PositionalOrKeyword
M.B.g:
parameters:
- name: self
kind: PositionalOrKeyword
- name: c
kind: PositionalOrKeyword
optional: true
type:
category: union
components: [B, none]
return:
category: union
components: [B, none]
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Module Class Function Attribute Parameter Alias
Addition AddModule AddClass AddFunction AddAttribute AddParameter” AddAlias
Removal RemoveModule RemoveClass RemoveFunction RemoveAttribute RemoveParameter  RemoveAlias
Modification A Changelnheritance ~ ChangeReturnType  ChangeAttributeType [C/rcmchumwfvr] ChangeAlias
-f?
on” 0 RemoveDe fault)
P mO‘Je
default
[ChangeParameterj - (AddD efaul t)
value?
Mod;
Ly pe? di ty?
ChangeTypej ChangeDefaultj
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M.func: =

parameters:

- name: a
kind: Positional
- name: b
kind: Positional
name: c
kind: PositionalorkKeyword
optional: true
default: <object>

» M.func:
parameters:
- name: b
kindj Positional
name;: a
kindy] Positional

name: c
kind: PositionalOrkeyword
optional: true

default: <object>

——

M. share: <
aliases: [M.A.typeme, M.B.typeme]
parameters:

- name: self
kind: PositionalorkKeyword

> M. share:
aliases: [M.A.typeme, M.B.typeme]

parameters:
- name: self
kind: PositionalOrkKeyword
name: obj

optional: true
default: None

CCF ChinaSoft
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M.B.g: <« »M.B.g:
parameters: parameters:
- hame: name: self
kind: PositioMaglOrKeyword kind: PositionalOrKeyword
- name:

name: C
kind: PositionalPrkKeyword
optional: true
type:
category: union
components: [B,
return:
category: union
components: [B, none]

kind: PositionalOrkKeyword
optional: true
type:
category: union
components: [B, none]
return:
category: union
components: [B, none]
M.C.g:

parameters:
- name: self
kind: PositionalOrKeyword
- name: ¢

kind: PositionalOrKeyword
optional: true
type:
category: union
components: [C, none]
return:
category: union
components: [C, none]

e
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Pattern Constraint
AddModule e=1lArneeM
RemoveFunction ec FAe =1L Ascope(e) = Static
RemoveBaseClass e,e’ € C N bases(e) € bases(e’)
ChangeReturnType e,e/ € F Areturn(e) # return(e’)
AddRequiredParameter p=_1LAp # LA —optional(p’)
MoveParameter p# L Ap # L A position(p) # position(p’)
RemoveVarKeywordCandidate p# L Ap' = L Akind(p) = VarKeywordCandidate
RemoveAlias e,e/ e MUC A (3(n,t),t € EAn € aliases(t) A (n,t) € (members(e) — members(e’)))
RemoveExternal Alias e,e/ € MUC A 3n,(n, L) € (members(e) — members(¢’))

SEE AR ALT Specification of Changes — AexPy (https://aexpy.netlify.app/change-spec).
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CALLABLE:

XTJ.;E;MCH, %z%;;%%lé“lls}[”

FHEFERECfunc' B95£0a" Fl“b”

Ta'r'gs g Sa'r‘gs Sret g T'r'et

Ta?"gs — T’ret g Sa.?“gs — S’ret

EREECO MBI CHAE, TEES .

KA BT

E R EC.g AR EIRA,
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CALLABLE:

XTJ.;E;MCH, %z%;;%%lé“lls}[”

BHEFERE func IS5 Fl b’

Ta'r'gs g Sa'r‘gs Sret g T'r'et

Ta?"gs — T’ret g Sa.?“gs — S’ret

ERELECO MBI AR, TEES .

KA BT

E R EC.g AR EIRA,
2 |HIRE XA B HYF K

AN B iE 24" obj”

FTIR (O] 38

SR EL share”,

A
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Docker B a5 1%

@ dockerhub | Q Search Docker Hub Explore

Explore  stardustdl/aexpy

stardustdl/aexpy * & pulls 10

By stardustdl + Updated a month ago
AexPy /etkspar/ is Api EXplorer in PYthon for detecting API breaking changes in Python packages.

Image
Overview Tags
Sortby Newest - Q,
TAG
latest docker pull stardustdl/asxpy:la-- rD

Last pushed 3 months ago by stardustd|

DIGEST 0S/ARCH COMPRESSED SIZE @
76bdacea0447 linux/amd64 821.93 MB
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R = Kind = Message = Ol
(base) - $ docker run —-rm -it -v $(pwd):/data stardustdl
PR ?emoveOptionalParamete :z:;::;:l:::i;naIOrKey\.vord parameter (click.core.Parameter._init_): T em— ? - Ap iDescr lpt ion clic k@S .0.4 ( by t ypes ) :
© 2022-10-26 07:48:29.969871 . 23.379338s
PR AddOvtionalParameter Add PositionalOrKeyword parameter (click.types.Path.__init_): ek tyves Pathy it 826 entries
executable. ‘ Modules: 16

[
Change parameter default (click.core.Option.__init_): show_default:
bool('False’) -> None.

Classes: 61

@ ©  ChangeParameterDefault
ks Functions: 417

click.core.Option.__init__

Attributes: 332

Add PositionalOrKeyword parameter

@ AddRequiredParameter (cicicshiell completion, s Incomplete aption): ¢t click.shell completion. is_incomplete_option >>> list(local 5( ) b keys ( ) )
['release', 'mode', 'json', 'log', 'releaseval', 'pipeline', 'result', '__ bui
Add Positional OrK d t
@ AddRequiredParameter ) CEEONERL e.ywor parame elr click.shell_completion._start_of option >>> release
(click.shell completion. start of option): ctx. - . X
click@8.0.4
M ter (click.shell letion._is_i let tion): : 1 >>> mode
@ MoveParameter o;/e parameter (click.shell_completion. is incomplete_option): args click.shell completion. is_incomplete option
-> .
M lick.shell letion. _is_i | ion): -
@ MoveParameter ovejpararter (lickshell completion. ls:incompiete option): pacant click.shell_ completion. is_incomplete_option

2-> 3.
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Docker A=355%

(base) - $ docker run --rm stardustdl/aexpy:main —--help
Usage: python -m aexpy [OPTIONS] COMMAND [ARGS]...

AexPy /exkspar/ 1s Apl EXplorer in PYthon for detecting API breaking changes ) J i ']BEET

in Python packages. (ISSRE'22)

Home page: https://aexpy.netlify.app/ ’[ I

Repository: https://github.com/StardustDL/aexpy "click.utils.KeepOpenFile. file":

"name": "_file",

Options:

—-version Show the version and exit. "1d": "click.utils.KeepOpenFile._file",
-c, ——-cache DIRECTORY Path to cache directory. alias": [l, [l[] :2

-v, —--verbose Increase verbosity. [B<=x<=5] “docs™: "7,
-i, —-interact Interact mode. comments": JSON J
-p, ——pipeline TEXT Pipeline to use. i e

--config FILE Config file. "location": {

——help Show this message and exit. shalesssscll cl/utiitsTpys
"line": 184, &/ N = [,,]:[

Commands: "module": "click.utils"
batch Process project. },
diff Diff two releases. "private": true,
extract Extract the API in a release. "parent": "click.utils.KeepOpenFile",
initialize Rebuild the environment. "schema": “attr",
preprocess Preprocess a release. "data": {}
report Report breaking changes between two releases.
serve Serve web server.

"scope": 2,
“"type": nu}},
“rawType": ™",
"annotation"

"property": false
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bdarnell commented on 9 May Member @ ces

I'm sorry you had a frustrating experience due to these
changes, but these were all undocumented implementation
details that had no guarantees of compatibility. The official
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xingliangdu@smail.nju.edu.cn

0 https://github.com/StardustDL/aexpy

IF https://pypi.org/project/aexpy/

== https://hub.docker.com/r/stardustdl/aexpy
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majun@nju.edu.cn
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